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Proactive migration model of SWIM service
based on situation awareness
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Abstract: To solve the problem that in the system wide information management (SWIM) network, the SWIM service
provider suffers from SWIM service interruption, service delay increase or service quality degradation due to malicious
attack or self-failure. Therefore, a proactive migration model of SWIM service was proposed on the basis of situation
awareness, which used the random forest algorithm to timely judge the SWIM service provider security situation. SWIM
service authority was actively migrated according to security situation, and the emergencies impact on SWIM services
were reduces. Experimental results show that the proposed model can guarantee services continuity in an emergency
event, which has higher reliability and stability than SWIM network in which the service migration model is not de-
ployed.
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BRRIMER| RIS | RS A| SCITH | MIxHEE
1 WiBEEBMR% | SP1 |SC1;SC2| 0.8414
0 MiBEE B MRS | SP2 [SC3:8C4| 0.8253
0 MiPHE B MRS | SP3 |SC5:SC6| 0.8876
0 MizE RS | SP4 |SC7:SC8| 09128
0 aﬁgggggg SP5 [SC9;SC10| 0.864 1
i
@} BRMS%S W | REES | RGN
S 1 |WiBHEEMS|  spl

SP1 SWIM region
K5 SWIM M5B (s B Ak

A S th B AL fE BAIR PR A IS =
B, SWIM R4 AUIR 32 38 A BEHAR H H bs 4 s ik
HUSfmg, 3REL SP2. SP3. SP5 (12 Yk 22 445 A,
FHRGIER AT m VPN HERE
032 100 03421 0.1 02147
T=| 041 230 02185 03 0.1451| (25)
039 110 0.1142 0.3 04712

XSRS T AT H— AL B, 253 —ARERE Ty

1 1 0 1 07866
T=| 0 0 05423 0 1 [(26)
02222 09231 1 0 0

T B 2 A DN R BON RS AT IR 45 1K R
WFESE p=[02 03 03 0.1 0.1], 7 9sE&ik
AR R S Y 0N B ST SR AL ) 2 )
LGNS,

di=[0.5519 0.8141 0.5681] (27)
d=[0.8136 0.4339 0.7520] (28)

TH 5T 0] A9 3 A5 1) A 0 22 4 e B 28.(29)
7R
1=[0.9152 0.7562 0.9048] (29)

SWIM JIi 45 A B 5= Zh B AT AR AH 0 22 4R 4
R ENE BAIRT, EBHEXHEEIR K SP 1ER
B8 H I s BRI AC RS T T SCL i SC2
AT I SR A %8 SP2 b, AR IR 45 B A2 15 6
HIZRWE 6 Fiow.

BRRIRER [ & ES M55 5 | SCiTi | AAxT#a%L
1 WiHHES BUR % SP1 Null 0.841 4
N SC1;5C2
0 ALBEE BR %5 SP2 SC3.5C4 09152
0 WiBHE BIR %5 SP3  |SC5.8C6 | 0.7562
0 Wiz1E BIR 55 SP4 |SC7:SC8 | 09128
LB SR 55 .
0 s (5 B SP5  [SC9;SC10| 0.904 8

B6 Mssad)m i isfs Bk

52.1 SWIM W% 5wt &

SWIM [ 25 5 itk £ 48 1) A2 567 6] 1] P SWIM %,
IRk A S Bt (1 KN o S T 36 AIE A SO VA I M
e, AR TSR FAG DL N SWIM W48 it &
(A4, ARSCREL 1500 AN T B SWIM it (s
BRSS, FHAE SWIM IE S SRS S5, HANRFELrE
SR, PiEEE R T PR .

o, SCilRL SWIM M4 SREU IS B SS
EIEFIEOL N, TSRt A, PMM.
Non-PMM. TSMM =& ¥JREMSARAUE I FE (45 it
i, A EBSYEREE 450~550 bit/s, 7E 50 min I,
i) SC $2ALAR 2511 SP1 & ALt i, ANfig 4k S f3t
FiHE(5 B %, 50 min J5 Non-PMM [f4 i i S
IR 1 TSMM U2 RERIAE ] SP1. SP2. SP3 |4
SC e flt/lR5s, ARAeAIH D SP1 BTk, k55
BB AR SP1 I, MZgF&E FRFE 0, mILfh
SP #fltlr 45, HrEEKE IR M1 PMM R
HERf BT SP 2 2283 IR AE SWIM AR 25 AR, 4k
£ SWIM RSG5 (1) 1E #2847, At EAKIA4EFF(E 450~
550 bit/s, AEHLIH AL SWIM RSS2 488 .
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T

1 1 1 ] ] YR PRI
10 20 30 40 50 60 70 8 90 100
B} [)/min

K7 3 PSR A AT b

<

5.2.2 SWIM JR4-F B 3L

45 ISR B SWIM R 3% IR 25 Bl 2537 1
P B RIS . o T uEAR SO PR, A7
L1500 AN SWIM (s BRSs, A
SWIM 1EF$EBEIRSS Ja i N RS SR, FiT Y
F P IR SS IS SE SR ISMEAF BRSSPI AE, SWIM i
YHE BRSSPI ZE R A S & 8 o

0.35

[~ PMM -+Non-PMM-=- TSMM |

0.30F

o <
[T )
=

T

W
-y

JIR 5% P34 IR R /s
o o
>

o
j=)
O

Fi5f ]/ min
K8 3 A (P-4 i XS EL

Wi 8 Frx, fF 50 min I, SWIM R %% rfifi
BERLIEAS BRSSP 32 BB = Mrili, ANRESk4:
PRALHIHIE B SS, Non-PMM i i1i% SP #24EJIk
511 SC TLikgk SR BN HE (S Bk &5 58, 43

FEZA IR UGS, PrEl, SWIM JR55-F3 1)
SERG IR . A2 SP X AMR LIRS, TSMM
1) R 25 ~F 340 BN S K 38 0, F O 1 R AR SR L
S, MRS TR GE R IE A BT PMM fig
i e #A8 SWIM R 5 AL, SWIM filk 551 347 b
GEA AR 4 R AE RS Ko b, R4S Wi 1 Hf
B SRR 18] 9 Pro, AR SCHE H RSS2 ik 55 i
IR 0.14 s B BFUMEAR 4 0.95, B 95%111 /il
S5 1) N BN A T 0.14 s, AR I JE) B B0 T
Non-PMM F1 TSMM #i 714

[~ PMM_-+Non-PMM-=- TSMM |

0
008 0.10 012 0.14 016 0.18 020 022 024 026
i 55 Wi 2 B /s

O 3 leAb IR 10 i 25 i S B[] 3R 1A 5 Ll

WL LA s s T A, SWIM ks 130
AT GENSE SP 98 K i P 32 B ok i, A
FH G55 B A8 LA e 45 B PR 22 1 AH [ il 4 3
(1 SP, #2717 SWIM KL% [ml A fErE, Mg T
SWIM W% N 58 K AR Be T, BRAR T 98k ik
Giie AU

6 ZERIE

SWIM fEh AR rh A8 4 BRI A% L, R
UE SWIM 241847, STt A7 24 (1) I 3 i 32 L ) -
SYEEL, ARSCERM T MR T AR AN SWIM
M5 LB AL, e s 2 4 g 18 £k
BN R RS RSB AZHUE],  feim KR
J5 FRAR 5 A A 6F SWIM FH 7 3 i 45 0%, ARAIE
T SWIM MK 55 3% Se R R 25 I vl SE i, REfE 7
SWIM W2 2 A S R AT A L R, AT A R
I N AL, AR SO AR % 1E SWIM I 258 K 1 AR
SZAVOR Rl G O I 25 B2 R S B, RS A%
TS — 2D 9T
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